1. Click on the "Tools" menu option and then click "Internet Options...".
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2. Select the Content tab, then click the Certificates... button.
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3. In the Certificates dialogue box, click on the Import... button.

Note: You do not need to have an entry selected; you do not even need to have any entries listed in the
dialogue box. You are trying to put thing into this box.
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4. When the Certificate Import Wizard pops up, click on the Next > button.
Certificate Import Wizard : ﬂ

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revacation lisks Fram wour disk ko a
certificate skore,

4 certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prateck data or ko eskablish secure netwark
conneckions, & certificate stare is the syskem area where
certificates are kept.

To continue, click Mext,
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5. In the File to Import dialogue box, click the Browse... button.
Certificate Import Wizard x|

File to Import

Specify the File wou wank to import,

File name:

| | Browse, ..

Moke: More than one certificate can be skored in a single file in the Following formats:

Personal Information Exchange- PKCS #12 (. PFx, P12}
Cryptagraphic Message Svnkax Standard- PKCS #7 Certificates (P7E)

Microsoft Serialized Certificate Skare (55T
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6. In the Open dialogue box, make sure the Files of type: pull down menu reads
"Personal Information Exchange (*.pfx, *.p12)"
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7. In the Open dialogue box, navigate to the location where your certificate backup file is
located. Click on the file and it will pop into the filename field. Click the Open button.
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8. In the File to Import dialogue box, click the Next > button.

Certificate Import Wizard

File to Import
Specify the File wou wank to import,

Eile name:

CADocuments and SettingstiensenniDeskiopljensen_eca_id_0S8.p

Moke: More than one certificate can be skored in a single file in the Following Formats:

Personal Information Exchange- PKCS #12 (. PFx, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates [ P7E)

Microsoft Serialized Certificate Stare (55T
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9. In the Password dialogue box, check both of the check boxes to Enable strong private
key protection and Mark the private key as exportable.
NOTE: If you do not Mark the private key as exportable, no one (including you) will be
able to make a new export (or backup) copy of your certificate from this installaion.
Enter the password that proteects the file from unauthorized access. This is the password
that you assigned to the file when it was created.

Click the Next > button.

Certificate Import Wizard x|

Password

Ta mainkain security, the private key was protected with a password,

Type the password For the private key,

Passwiord;
I********

¥ Enable strong private key protection, You will be
prampted every time the private key is used by an
application if you enable this option,

v Mark the private key as exportablel
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10. Either of these two options is acceptable:
Automatically select the certificate store based on the type of certificate

Or Place all certificates in the following store: Personal
Click the Next > button.

Certificate Import Wizard

Certificate Store
Certificate stares are system areas where certificakes are kept,

Windows can automatically select a cerkificate store, or you can specify a location For

% inukomatically seleck the certificate stare based on the bvpe of certificate:

™ Place all certificates in the Following skare

Cethificate store:
Browse, ., |
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11. At Completing the Certificate Import Wizard, click the Finish button.

12. In the Importing a new private exchange key! dialogue box, click the Set Security
Level... button.



Importing a new private exchange key! x|

A application iz creating a Pratected item.

Security level zet to Medium Set Security Level... |

Caricel Details. . |

13. Set the security level selector to High and click the Next > button.

Importing a new private exchange key! El

Request my permizzion with a pazsward when this
iterm iz bo be uzed.

I\\ " Medium
G Fequest my permizsion when this item iz to be uzed.
"o

= Low
Autamatically grant permizzion bo uze this item
without notification,
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14. If you have a blank text box titled Password for: you must enter a label for this
certificate.

Windows XP users are not allowed to type in this textbox (some don't even see it); all certificates are
labeled CryptoAPI Private Key in Windows XP

Now assign and confirm a password to the certificate Private Key that you are installing.

Then click the Finish button.




Importing a new private exchange key! il

Create a pazawaord o protect this item.

Create a new paszword for thig ikem.

Paszword far: INatE

[example: Tom)

Pazeword; |°““““““‘x

Catifirr; Ixxxxxxxx
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5. The Importing a new private exchange key! dialogue box should now read "Security
level set to High", click the OK button.

Importing a new private exchange keyl El

A application iz creating a Protected item.

Mate

Securnty level zet to High Set Security Level... |

Cancel Details... |

16. At "The import was successful."; click the OK button.



Certificate Import Wizard x|

@ The impart was successfFul,




